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(57) Abstract 

Probabilistic scrambling, and the complementary probabilistic descrambiing, for purposes of assuring reasonably 
frequent transitions in a transmitted signal for the purposes of receiver clocking. The transmitter (30) is provided with ap- 
paratus (16) for generating one or more different seeds. For transmitting any particular message, a seed is selected. The 
seed is generated randomly in order to increase the probability of successful transmission. The seed is used to generate a 
scrambling bit sequence which is combined with the data for transmission to generate a transmitted signal. The transmitted 
signal include at least some information identifying the scrambling bit sequence or the particular seed used for generating 
the scrambling bit sequence. Preferably, the seed itself (in scrambled or unscrambled form) precedes the scrambled data. 
At the receiver, (40) this seed is used to generate a complementary descrambiing bit sequence which is combined with the 
received data to generate the original data scrambled at the transmitter (30). 
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PROBABILISTIC SCRAMBLER AND 
METHOD OF PROBABILISTIC SCRAMBLING 



DESCRIPTION 



Technical Field 



5 The present, invention relates to signal conditioning for 
communication purposes, and more particularly to 
conditioning a digital signal for the purposes of 



10 The present invention relates to improvements in scramblers 
and improved methods of scrambling.. The prior art has 
employed the term "scrambling" to denote processes used for 
two different purposes, although both processes are employed 
in the communication field. 

15 The term scrambling has been used to describe the signal 
conditioning which is performed to render it difficult or 
impossible for unauthorized individuals to "eavesdrop" or 
intercept communications. The scrambling combines the data 
to be transmitted (typically in digital form) with a secret 

20 key (also in digital form) or some derivative of that secret 
key. Although unauthorized third parties may be capable of 
intercepting or eavesdropping on the result of the 
scrambling operation, in the absence of knowledge of the 
key, it is impossible, or at least difficult for the 

25 unauthorized individuals to extract the original data from 
the result of the combination. By pre-arrangement , 
authorized individuals have access to the key, and using the 
key can retrieve the original data from the combination 
which had been transmitted. This operational process is 

30 also sometimes referred to as enciphering or encryption, see 
for example Patent 4,221,931. 



communication . 



Background Art 
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However, the prior art also employs the term "scrambling" to 
refer to an operation performed for an entirely different 
purpose. Digital data, which one desires to transmit, is, 
from the point of view of the communication equipment, 
entirely random. It is not at all unusual for the receiver 
equipment in a communication system to rely on data 
transitions in the received message to synchronize a 
receiver clock. Because of the random nature of the data 
that is being transmitted, however, there is no assurance 
that the data will exhibit transitions at a sufficiently 
rapid rate to maintain the receiver clock in synchronization 
with the transmitter clock. 

In addition, some communication media exhibit non-uniform 
transfer functions as a function of frequency. Furthermore, 
it is not -unusual for the transfer function of the 
communication media to vary not only with respect to 
frequency but with respect to time as well. To combat this 
non-uniformity, the signal being communicated should exhibit 
frequency components which are relatively widely distributed 
throughout the available bandwidth. Again, however, because 
the data to be transmitted is entirely random, there is no 
assurance that the frequency components of the data to be 
transmitted will be relatively widely distributed throughout 
the available bandwidth. 

To overcome these, and similar problems, the prior art 
employs a scrambling process wherein the actual data to be 
transmitted is combined with another bit sequence (on a bit 
by bit basis using for example an exclusive OR operation) to 
produce a signal for transmission purposes. The parallel 
bit sequence (or scrambling bit sequence) is chosen so that 
the resulting signal to be transmitted has a higher 
probability of exhibiting transitions than would relatively 
random data. Viewed in another light, the scrambling 
sequence is employed to increase the probability that the 
energy in the transmitted signal is widely distributed 



_QMPI 

8S002S9A1J_> WTPO jV 

:#JVAT10^V' 



WO 85/00259 



PCT/US84/01022 



throughout the available bandwidth, than would be true in 
respect of the raw data to be transmitted. 

The former described scrambling can be referred to as 
"encryption scrambling" and the latter as ."dispersal 
5 scrambling" (merely for convenience) . The invention deals 
with improvements in dispersal scrambling, hereinafter 
referred to as scrambling. 

The key to successful use of- such a scrambling operation 
depends, of course, on the fact that the receiver has 

10 information from which it can describe the scrambling bit 

sequence so that a complementary process carried out at the 
receiver with the received signal and the scrambling bit 
sequence can. be employed to recover the data as it existed 
prior to' its being combined with the scrambling bit sequence 

15 at the transmitter. 

In the prior art, much effort has been made to select 
scrambling bit sequences which exhibit the desirable 
properties of regularizing the transitions in the 
transmitted signals and/or distributing the frequency 

20 components of the transmitted signal throughout the 

available bandwidth. Typically, in the prior art data 
scrambler, the transmitter and receiver use, on. a repetitive 
basis, the same bit scrambling sequence. In other words, 
the transmitter and receiver use the same bit scrambling 

25 sequence over and over to transmit different messages. In 
this regard see for example U.S. Patent 4,214,209. 

While the foregoing methods and apparatus work quite well 
for their intended purpose, they do exhibit varying degrees 
of effectiveness.. The transmitted signal, resulting from 
30 the combination of a fixed bit scrambling sequence with a 
varying or random data to be transmitted , results in a 
transmitted, signal. The scrambling function is selected to 
increase the percent of time that the transmitted signal 
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exhibits those desirable properties described above. 
However, since the scrambling sequence is fixed, it cannot 
guarantee that the transmitted signal resulting from any 
data sequence will still exhibit these desirable qualities. 
In fact," for any scrambling bit sequence, .there are data 
sequences which result in a transmitted signal which does 
not have, or does not have to the desired degree, these 
desirable qualities. Depending on the particular 
communications system, some of the transmitted signals will 
not be correctly received. Jin this connection, the term 
data is that information, communication of which is the 
desired end result. A scrambling (or descrambling) bit 
sequence is a bit sequence which, when combined with the 
data to be transmitted, produces the transmitted signal or 
when combined with the received signal produces the data 
which is "being communicated. 

There is quite a common procedure in the communication field 
which is employed to determine when a received signal has 
•been correctly received. Furthermore, it is also quite 
common in the event that a received signal is determined to 
have been inaccurately received, to request a retransmission 
thereof. To the extent that the communication system 
exhibits time varying parameters, the retransmission may 
result in a received signal which is correctly received on 
the second or third retry, etc. 

However, insofar as the scrambling function is being 
effected, prior art communication systems do not exhibit 
time varying parameters, i.e. on the second and subsequent 
retries, the system will attempt to transmit the identical 
data which had been incorrectly received on the first try by 
scrambling that data with the same fixed scrambling bit 
sequence. Of course, the result will be identical in the 
second and third retries. Accordingly, to the extent that 
the scrambling bit sequence is selected which produces a 
transmitted signal having less than desirable properties on 
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a particular data sequence, the scrambling techniques will 
not improve the probability that the transmitted signal will 
be received correctly nor will the probability of correct 
receipt vary on the second or subsequent retries. 

5 This prior art scrambling method and apparatus can be 
characterized as deterministic. More particularly , the 
scrambling bit sequence is fixed/ the data to be transmitted 
(on second or subsequent retries) does not change and as a 
result the transmitted signaJL (the combination of the 
* 10 foregoing signals) is also identical. If the transmitted 

signal exhibits undesirable properties the first time it is 
created , it will exhibit the identical properties each time 
it is created. 

It is therefore one object of the present invention to | 
15 improve the effectiveness of scrambling by eliminating the 
deterministic nature of scrambling. 

The foregoing feature of the invention can be implemented at 
the transmitter , by arranging the transmitter to produce 
scrambling bit sequences which may be different at different 

20 times, or for different messages, etc. Complementary 

changes are necessary at the receiver for the following 
reason. In the prior art, inasmuch as the scrambling bit 
sequence was fixed , the receiver employed the identical bit 
sequence in its descrambling operation. By making the 

25 changes at. the transmitter noted above, it is no longer 

possible to employ a fixed bit sequence for the descrambling 
operation. More particularly, the bit sequence used in the 
descrambling operation must be identical to the bit 
scrambling sequence used in the scrambling operation. To 

30 this end, therefore, the receiver* must be provided with some 
arrangement from which the bit sequence for use in the 
descrambling operation can be predicted or determined. 
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One technique for providing the receiver with knowledge of 
the bit sequence used in the scrambling operation is to 
transmit, at the same time as, prior to, or immediately 
subsequent to, the time the message is transmitted, the bit 
5 scrambling sequence as well* Alternatively, the message can 
be accompanied with (either preceded by, followed by or 
transmitted in parallel to) some data which is sufficient to 
define the bit scrambling sequence. This data can be a seed 
from which the entire bit scrambling sequence can be 
10 derived, or it can be a sequence number which either 

directly identifies the scrambling bit sequence or which 
directly identifies a seed from which the bit scrambling 
sequence can be derived. Other alternatives will be 
apparent to those skilled in the art. 

15 Accordingly, to the extent that the bit scrambling sequence 
used at the transmitter (and the corresponding bit 
scrambling sequence used for the descrambling operation) 
varies from time to time, or message to message, the present 
invention provides a probabilistic scrambling apparatus and 

20 a method for probabilistic scrambling. The adjective 

probabilistic indicates the fact that one cannot determine 
from a given data sequence, the nature of the signal that 
will be transmitted (the combination of the data sequence 
and the bit scrambling sequence) . The transmitted signal 

25 resulting from this combination cannot be determined because 
the bit sequence used for the scrambling operation is not 
fixed, but instead varies. 

Accordingly, in one aspect the invention provides a method 
of scrambling data for transmission to produce a signal for 
30 transmission providing reasonably frequent transitions for 
receiver clocking comprising the steps of: 

a, generating a scrambling bit sequence; 
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b. combining said scrambling bit sequence with said data 
for transmission to generate a transmitted signal, 
wherein the improvement comprises: 

c. periodically generating different scrambling bit 
5 sequences for combination with said data. 

In accordance with a further specific feature of this aspect 
of the invention, the step (a) can comprise: 

i. generating a seed, 

ii. loading said seed into a shift register, 

10 . iii. shifting said seed through said register to 
• "generate said scrambling bit sequence, 

wherein said step (c) includes periodically generating a new 
seed* 

In another aspect, the invention. provides a method of 
15 scrambling data for transmission to produce a signal for 

transmission providing reasonably frequent transitions for 
receiver clocking comprising the steps of: 

a. generating a scrambling bit sequence , 

b. combining said scrambling bit sequence with data for 
20 transmission to generate a transmitted signal , 

wherein the improvement comprises: 

c. including bits in said transmitted signal identifying 
said scrambling bit sequence. 

In accordance with a more specific feature of this aspect, 
25 the invention provides a method wherein said bits 
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identifying said scrambling bit sequence comprise a seed for 
generating said scrambling bit sequence. 

A still further aspect of the invention provides apparatus 
for scrambling data for transmission to produce a signal for 
5 transmission providing reasonably frequent transitions for 
receiver clocking , comprising: 

means for generating a scrambling bit sequence, 

means for combining said scrambling bit sequence and data 
for transmission to generate a transmitted signal, wherein 
10 the improvement comprises: 

apparatus for controlling said means for generating a 
scrambling bit sequence for periodically generating 
different scrambling bit sequences. 

A still further, more specific aspect of the invention is 
15 provided wherein said means for generating a scrambling bit 
sequence comprises: 

means for generating a seed, 

means for -loading said seed into a shift register , 

and means for shifting said seed through said shift register 
20 to generate said scrambling bit sequence, wherein said means 
for controlling said means for generating a scrambling bit 
sequence includes means for periodically generating a new 
seed. 



25 The present invention will now be described in further 

detail so as to enable those skilled in the art to make and 
use the same in the following portions of this specification 



Brief Description of the Drawings 
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when taken in conjunction with the attached drawings in 
which like reference characters identify identical apparatus 
and in which: 

Figure 1 illustrates a typical communication link employing 
5 a scrambling and descrambling method and apparatus; 

Figure 2 schematically illustrates the scrambling and/or 
descrambling function? 

Figure 3 is a block diagram of the apparatus associated with 
a conventional scrambler in accordance with the method and 
10 apparatus of the invention; 

Figure 4 is an example of a suitable scrambler for use in 
accordance with the method and apparatus of the invention; 

Figure 5 is a block diagram of the descrambler and the 
apparatus associated therewith in accordance with the method 
15 and apparatus of the present invention; and 

Figure 6 is a detailed schematic of a suitable descrambler 
for use in accordance with the method and apparatus of the 
invention. 



20 As shown in Figure 1, an apparatus for communicating digital 
information from a data source 10 to a data sink 60 includes 
a scrambling device 20 responsive to signals provided by the 
data source 10 and providing an output to a modulator 30. 
The output from the modulator 30 (a transmitted signal) may 

25 be transmitted to a remote location at which a demodulator 

40 responds to the received signal and provides an output to 
a descrambler 50. The output of the descrambler 50 is 
provided to the data sink 60. Those skilled in the art will 
understand that Figure 1 only shows those portions of the 



Detailed Description of Preferred Embodiments 
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communication link which are relevant to the scrambling and 



has not been illustrated. 

Figure 2 is a schematic illustration of a- typical scrambling 
5 or descrambling process* Figure 2 illustrates a gate 5, 

with inputs at A and B, and an output at C. The gate 5 may, 
for example, be an XOR gate. To the two inputs are applied 
the data to be transmitted (B) and a scrambling bit sequence 
(A) . The result at output G is the signal for transmission, 
10 i.e. the scrambled data. 

The same ' apparatus can be used to perform a descrambling 
operation. In this case, a bit sequence is applied at input 
A (in this case we can refer to it as a descrambling bit 
sequence) , and to the input B the transmitted (or received) 
15 signal, i.e. scrambled data is applied. The result, at 
output C is the original data. 

In the prior art scrambling or descrambling processes , the 
bit sequence (input A) was fixed, i*e. it repeated 
periodically. In accordance with the invention, on the 
20 other hand, Figure 3 shows apparatus associated with the 
scrambler 20 in order to effect probabilistic scrambling. 

As shown in Figure 3, the data source, instead of being 
directly connected to an input of the scrambler 20, is 
coupled to the scrambler 20 through a gate 15. A timing and 

25 control apparatus 17 is added for purposes of controlling 

transmission of data from data source 10 to the scrambler 20 
and also for controlling the new element, a seed source 16. 
The seed source 16 is coupled to the scrambler 20 through 
the same gate 15. In operation, prior to allowing data to 

30 be coupled to the scrambler 20, the timing and control 17 
initiates transfer of a seed, from seed source 16 through 
the gate 15 to the scrambler 20. Once the seed has been 
transmitted to the scrambler 20, the timing and control 17 



descrambling operation, i.e. other conventional apparatus 
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inhibits further operation of the seed source 16, and allows 
data to pass through the gate 15 to the scrambler 20. The 
manner in which these functions contribute to effect 
probabilistic scrambling is shown in more detail in Figure 4 
5 which shows, in a schematic fashion, the elements of a 
suitable scrambler 20. 

As shown in Figure 4, the input to the scrambler 20 from the 
gate 15 is coupled to one input of a XOR gate 25. The 
output of the XOR gate 25 is coupled to terminal 2 of a 

10 switch Sj. Another terminal, terminal 1, of the switch 
is coupled to a source of binary signals of a known 
pattern, e.g. all 0's. The common terminal of the single 
pole double throw switch S., is coupled to the input of a 
K-bit shift register 26. The K-bit shift register 26 is 

15 clocked by a clock source, not illustrated. Various stages 
of the shift register 26 are coupled to inputs of a second 
' XOR gate 27. An output of the XOR gate 27 is coupled to one 
terminal of a single pole single throw switch S 2 « The 
other terminal of the switch S 2 is coupled to the other 

20 input of the XOR gate 25. Finally, the output of the XOR 
gate .25 is also coupled to the modulator 30. 

In operation, and prior to the transmission of a message, 
switch S 1 is set to position 1, and switch S 2 is open. 
This condition is maintained for a sufficiently long time to 
25 ensure that each stage of the K-bit. shift register 26 has 
stored therein a "0". 

In this condition, we can now select a R-bit seed. The 
K-bit seed (derived, for example, from the seed source 16) 
is input to the XOR gate 25, immediately preceding the data 
30 to be transmitted. In one embodiment of the invention, at 
the time the first bit of the seed is available at the XOR 
gate 25, the switch S 1 is switched to position 2, at the 
same time the switch S 2 is closed. This condition is 
maintained until the entire seed has been coupled through 
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the XOR gate 25. This seed is immediately followed by the 
data to be transmitted which is also coupled through the XOR 
gate 25. The path followed by the seed-data is from the 
gate 15 , through the gate 25, through switch through 
the K-bit shift register, the gate 27 , the switch S 2 
(which is closed) and the XOR gate 25 to the modulator 30. 

As each data bit (from gate 15) is presented to gate 25 , it 
is XOR'ed with the output of gate 27 and the result (the 
transmitted signal) is passed on to modulator 30. The first 
K bits of the transmitted signal can be used to identify the 
seed, the following scrambled data can be used to derive the 
raw data. 

Following the last data bit f the switches can be reset, the 
shift register cleared to zeros to accept the seed for the 
!5 next message. Alternatively, the next message can follow 
immediately on the heels of the first and the position of 
the switches shown in Figure 4 are maintained; the seed 
source 16 remains inhibited, until such time as the timing 
and control 17 determines that a new seed should be 
employed. At that time, the process previously described is 
repeated. 



20 



The foregoing process results in a transmitted signal (the 
output of the gate 25 coupled to the modulator 30) , forming 
two distinct portions (at least for the first message 

25 transmitted with a new seed) . The first portion comprises 
the seed which has been scrambled (via the multiple 
connections to the gate 27 from different stages of the 
shift register) as well as the varying data inputs to the 
XOR gate 25 • Following the transmission of the scrambled 

30 seed, the scrambled data is transmitted. Each subsequent 

message (transmitted without changing the seed) carries only 
scrambled data. This operation requires the shift register 
26 to be in some known initial condition before the seed is 
introduced. During the data transmission period, gate 27 



OMPI 
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produces a scrambling bit sequence which is used to scramble 
the data . 

It is also possible to transmit the seed in its unscrambled 
form, immediately followed by the scrambled data. This is 
5 an alternate method of operating the apparatus shown in 

Figure 4 and this alternate method is described as follows. 

Just as in the operation above, every stage of the shift 
register 26 is set to 0. This is accomplished, for example, 
by maintaining switch S 1 in position 1, and clocking the 

10 shift register at least a number of times equal to its 
length, with switch S 2 maintained open. Once the K-bit 
shift register 26 has only O's in each stage, switch S^^ is 
shifted to position 2 and switch S 2 is maintained open. 
After the" seed has passed through the gates 15 and 25, it 

15 entirely fills the K-bit shift register. The seed, however, 
has al£o passed, unaltered to the mod 30 (via gate 25). The 
seed is unaltered since S 2 is open so the only input to 
gate 25 is the seed. Thereafter, switch S 2 is closed. 
The next data bit at the input to gate 25 from gate 15 is 

20 the first data bit. The switches (S 1 and S 2 ) are 

maintained in this condition as each bit of data is shifted 
through gate 25. After the scrambled data has been 
transmitted, the switches can be restored to their normal 
condition. Alternatively, the shift register can be 

25 maintained in its condition following the last data bit, and 
the next message can be immediately coupled through the 
gates 15, 25. With this alternate method of operation, the - 
seed is transmitted (output to the modulator) in unscrambled 
form whereas the data which follows the seed has been 

30 scrambled. 

The seed source 16 can provide a K-bit bit sequence which is 
random, each time the timing and control 17 indicates the 
necessity for a new seed. Alternatively, the seed source 16 
may be merely a counter which is incremented each time a new 

OMH 
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seed is employed. In this embodiment , each K-bit seed is in 
effect a count one higher than the preceding K-bit seed. In 
still further alternative , the seed produced by the seed 
source 16 can be a combination of the contents of a counter 
5 which is updated each time the seed source is addressed with 
the random bit sequence. 

The shift register 26 shown in Figure 4 of course has 
multiple stages. Figure 4 is arranged to indicate that it 
does have multiple stages and has multiple connections to 

10 the gate 27; however, not all the stages are necessarily 
shown nor are all the connections to the gate 27 shown. 
Desirably, the K-bit shift register and the gate 27 are 
arranged as a linear feedback shift register to implement a 
polynomial which is primitive. The result of this apparatus 

15 (the output of the gate 27) is a maximum length sequence, 
suitably it should have high data transition density. For 
example, for a 15-stage shi£t register, the polynomial - 

15 12 8 4 2 

g (x) = x + x + x + x + x + x + 1 
is a good choice. 



20 Figure 5 shows that in accordance with the method and 

apparatus of the invention, the descrambler 50 is associated 
with a timing and control 45. The descrambler SO may take 
the form shown in Figure 6. Figure 6 illustrates a similar 
K-bit shift register 56, with an input provided through a 

25 switch S 3 (similar to the switch S 1 at the transmitter) . 
Terminal 2 of switch S 3 is input from the demodulator 40, 
and is also coupled as one input to a gate 55. The K-bit 
shift register 56 is associated with a representative gate 
54 (as is apparent to those skilled in the art, the gate 54 

30 is representative of one or more of several other gates 
which are not illustrated, depending upon the particular 
polynomial chosen) , The output of the gate 54 is coupled 
through a switch S A (similar to the switch S 0 at the 
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transmitter) to the other input of the gate 55, The output 
of gate 55 is coupled through an AND gate 57 to the data 
sink 60. The other input to the AND gate 57 is provided 
from the timing and control 45. As will be seen below, the 
5 output of the gate 55 includes K bits corresponding to the 
seed. Since this is not information which is required by 
the data sink 60 , the timing and control 45/ by controlling 
its input, to gate 57 inhibits coupling this information to 
the sink 60. Accordingly , the timing and control 45 is 
10 arranged only to pass the (descrambled) data. 

By manipulating switches S^-S^ in a manner similar to 
that of switches 8^82 , descrambling operation can be 
limited to descrambling only the data, or descrambling the 
seed as well. Of course, the selection of the mode of 
15 operation of switches S 3 and S 4 must be made depending 

upon the mode of operation taking place at the transmitter. 

In general, the K-bit shift register 56 should exhibit a 
known bit pattern -(identical to the known bit pattern used 
in register 26; in the example described here - all zeros) 

20 prior to a descrambling operation. This is effected in any 
well known manner, e.g. by maintaining the switch S 3 in 
position 1 for a sufficiently long period while the register 
is clocked. Thereafter, switch S 3 is moved to terminal 2, 
for inputting the seed and data. If the seed must be 

25 descrambled, the switch S 4 is closed at the same time 
switch S 3 is transferred to terminal 2. On the other 
hand, if the seed is not scrambled, then switch S 4 is 
maintained open until the entire seed has been stored in the 
shift register 56 and data begins arriving. Under these 

30 circumstances, of course, switch S 4 and gate 57 are 
enabled simultaneously; 

Figures 7, 8 and 9 correspond to the different operational 
schemes at the transmitter (those skilled in the art will be 
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able to produce similar figures for descrambling 
operations) . 

More particular ly , Figure 7 shows the states of the elements 
10, 16, 20, S x and 3 2 , as a function of time. As shown 
in Figure 7, for example, switch S x is initially in 
position 1. It is maintained in this position sufficiently 
long to ensure that the contents of the K-bit shift register 
are cleared to 0. Thereafter, switch S x is switched to 
position 2, switch S 2 is closed and the K-bit seed is 
coupled from the seed source 16 through the gate 15 . 
Following the last bit of the K-bit seed, the data source 10 
couples the tt-bit data sequence, also through the gate 15. 
The output of the scrambler 20 is also shown, as comprising 
a first portion which a scrambled K-bit seed, followed the 
scrambled M bits of data. 

Figure 7 is arranged to illustrate this sequence repeats 
such that at the termination of the data, switch S 2 is 
open and switch S^^ is placed to its position 1 to again- 
repeat the sequence. 

Figure 8 is identical except that it illustrates that the 
length of the data sequence may actually be made up of 
plurality of different messages, even though only a single 
seed has been employed. 

Figure 9 is different from either Figure 7 or 8. As shown 
in Figure 9, the sequence is identical except that S 2 is 
open until data begins arriving from the data source 10. As 
a result, the output of the scrambler is also in two 
portions, but in this case the K-bit seed is output in 
unscrambled form. This is followed by M bits of scrambled 
data. 

It should therefore be apparent that the present invention 
provides for probabilistic scrambling. Firstly, each 
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message or a plurality of messages is associated with a 
different scrambling bit sequence. The scrambling bit 
sequence is that sequence coupled through the switch S 2 to 
the XOR gate 25 at the time the data from data source 10 is 
input to the XOR gate 25. Accordingly, for appropriate 
descrambling to take place, the receiver must have some 
knowledge of the scrambling bit sequence. This knowledge 
can be obtained as shown in Figures 7-9 by preceding the 
transmission of the scrambled message with the seed, either 
in scrambled or unscrambled -form. Although it is quite 
natural to transmit the seed before the message, since the 
seed must be used to descramble a message, it should also be 
apparent that it is within the scope of the invention to 
store the seed, transmit the scrambled message to be 
followed by the seed (in scrambled or unscrambled form) . 
Alternatively, the seed can be transmitted via a parallel 
channel. 

Alternatively, the seed or scrambled seed need not be 
transmitted at all so long as some data is transmitted 
sufficient to recreate at the receiver, the seed for 
descrambling purposes. Consider for example that the seed 
source 16 comprises a plurality of Q different seeds which 
are addressed by a counter, once following each transmission 
at which time the counter is also incremented. . The receiver 
includes (for example within the timing and control block 
45) a similar stored array of descrambling bit seeds 
therefor, also addressed by a counter. The logic of Figure 
4 is altered by coupling the state of the counter to the 
modulator 30.. In this arrangement, the output of the gate 
25 is blocked for the period of time during which the seed 
would otherwise have been transmitted (in scrambled or 
unscrambled form) , instead the state of the counter is 
coupled to the modulator 30. When the state of the counter 
has been transmitted, the XOR gate 25 is again coupled to 
the modulator 30 to transmit the scrambled data. At the 
receiver, receipt of the state of the counter is used to 
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address a descrambling bit sequence or seed. The connection 
from the demodulator to the descrambler is logically 
controlled so that until the scrambled data reaches the 
terminal 2, the output of the demodulator- is blocked. Prior 
5 to that time, the appropriate descrambling bit sequence 

selected by this transmitted state of the counter is input 
to the K-bit shift register. 
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- PROBABILISTIC SCRAMBLER AND 
METHOD OF PROBABILISTIC SCRAMBLING 



CLAIMS 

A method of scrambling data for transmission to produce 
a signal for transmission providing reasonably frequent 
transitions for receiver clocking/ comprising the steps 
of: 

a. generating a scrambling bit sequence; 

b. combining said scrambling bit sequence with said 
data for transmission to generate a transmitted 

"signal, wherein the improvement comprises: 

c. periodically generating different scrambling bit 
sequences* 

The method of claim 1 wherein said step (a) comprises: 
i. generating a seed/ 

Li. loading said seed into a shift register/ 

Li- shifting said seed through said register to 
generate said scrambling bit sequence/ 

wherein said step (c) includes periodically generating 
a new seed. 

A method of scrambling data for transmission to produce 
a signal for transmission providing reasonably frequent 
transitions for receiver clocking, comprising the steps 
of: 
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5 a. generating a scrambling bit: sequencer 

b. combining said scrambling bit: sequence with said 

data for transmission to generate said transmitted 
signal, 

wherein the improvement comprises; 

10 c. including bits in said signal transmission 

identifying said scrambling bit sequence* 

4. The method of claim 3 wherein said bits identifying 
said scrambling bit sequence comprise a seed for 
generating said scrambling bit sequence. 

5. The' method of claim 3 wherein said bits identifying 
said scrambling bit sequence comprise an incrementing 
count for selecting an appropriate scrambling bit 
sequence. 

6. Apparatus for scrambling data for transmission to 
produce a signal for transmission providing reasonably 
frequent transitions for receiver clocking comprising: 

a. means for generating a scrambling bit sequence, 

5 b. means for combining said scrambling bit sequence 

with data for transmission to generate a 
transmitted signal , wherein the improvement 
comprises : 

c means for controlling said means for generating a 
10 scrambling bit sequence for periodically 

generating different scrambling bit sequences. 

7. The apparatus of claim 6 wherein said means for 
generating a scrambling bit sequence comprises: 

_QM?r 
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i. means for generating a seed, 



xx. 



means for loading said seed into a shift register, 



XXX. 



and means for shifting said seed through said 
shift register to generate said scrambling bit 
sequence, wherein said means for controlling said 
means for generating a scrambling bit sequence 
includes means for periodically generating a new 
10 seed. 

8. Apparatus for scrambling data for transmission to 
produce a signal for transmission providing reasonably 
frequent transitions for receiver clocking comprising: 

a. " means for generating a scrambling bit sequence, 

5 b. means for combining said scrambling bit sequence 

with data for transmission to generate a 
transmitted signal, 

wherein in the improvement comprises: 

c. means for including in said signal transmission 
10 one or more bits identifying said scrambling bit 

sequence . 

9. The apparatus of claim 8 wherein said means for 
inserting one or more bits identifying said scrambling 
bit sequence comprises means for generating a seed 
useful in generating said scrambling bit sequence. 

10. The apparatus of. claim 8 wherein said means for adding 
one or more bits to said signal transmission 
identifying said scrambling bit sequence includes a 
counter for identifying a selected one of a plurality 

5 of scrambling bit sequences. 
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